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ABSTRACT: In today’s digital world, UPI transactions are widely used for online payments. Most UPI systems use a 

PIN for authentication, but PINs can be stolen or misused. To improve security, this project proposes a Secure UPI 

Transaction System using Face Authentication. The main aim of this project is to replace the traditional PIN-based 

verification method with face recognition technology. The system is developed as a web-based application using 

Python. It uses OpenCV and a live camera to scan and detect the user’s face during a transaction. The captured face is 

compared with the stored face data of the registered user for authentication and verification. If the face matches 

successfully, the transaction is approved. If it does not match, the transaction is rejected. This method increases banking 

security and reduces the risk of fraud. The system focuses on providing accurate face detection and fast verification to 

ensure smooth and secure UPI transactions. Overall, the proposed system enhances digital payment security by using 

biometric face authentication instead of a PIN, making online transactions safer and more reliable. 
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I. INTRODUCTION 

 

In today’s digital era, online payment systems like UPI have become very popular and are widely used for daily 

transactions. People use UPI for money transfers, bill payments, shopping, and many other services. Most UPI 

applications use a PIN-based authentication system to verify the user before completing a transaction. Although PIN 

systems are easy to use, they are not fully secure. PIN numbers can be guessed, stolen, or shared unknowingly, which 

may lead to fraud and unauthorized transactions. Therefore, there is a need for a more secure and reliable authentication 

method for UPI transactions. 

 

The Secure UPI Transaction Fraud Detection System is a web-based application developed using Python. This system 

focuses on improving the security of digital payments by using Artificial Intelligence (AI), Machine Learning (ML), 

and face authentication. Instead of using a traditional PIN, the system verifies the user through live face detection using 

a camera and OpenCV. The system captures the user’s face, compares it with stored data, and allows the transaction 

only if the user is valid. This helps in reducing fraud and making UPI transactions more secure and reliable. 

 

Biometric authentication is one of the most secure methods for user verification. Face recognition technology is widely 

used in smartphones, banking systems, and security applications because it provides strong identity verification. In this 

project, we propose a Secure UPI Transaction System using Face Authentication. Instead of entering a PIN, the user’s 

face will be scanned using a live camera. The system will detect and recognize the face using OpenCV and compare it 

with the stored registered face data for authentication. 

 

The project is developed as a web-based application using Python. When a user initiates a UPI transaction, the system 

activates the camera and captures the live face image. The captured image is processed and verified with the stored 

database. If the face matches successfully, the transaction is approved; otherwise, it is rejected. This method increases 

banking security, reduces fraud risks, and ensures safe digital transactions with high accuracy and reliability. 
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II. PROBLEM STATEMENT 

 

UPI usage is increasing rapidly with the growth of digital payments. Because of this, fraud cases like phishing, OTP 

fraud, and PIN theft are also increasing. Traditional fraud detection systems mostly depend on fixed rules, which are 

not always effective. Fraudsters keep changing their techniques, so these systems cannot always detect new types of 

fraud. Therefore, there is a need for an intelligent system that can detect fraud in real time and make UPI transactions 

more secure. 

 

III. BACKGROUND DETAILS 

 

1. Growth of Digital Payments (UPI Systems) 

In recent years, digital payment systems such as UPI (Unified Payments Interface) have seen massive growth due to 

their convenience, speed, and ease of use. People now prefer cashless transactions for daily activities like shopping, bill 

payments, and money transfers. However, with this rapid adoption, the risk of cyber fraud and unauthorized access has 

also increased significantly. Many users are still dependent on simple PIN-based authentication, which can be 

compromised through phishing attacks, shoulder surfing, or malware. Therefore, there is a strong need to develop more 

secure and intelligent systems that can protect users while maintaining the simplicity of digital payments.  

 

2. Limitations of Traditional Security Methods 

Traditional authentication methods such as passwords, PINs, and OTPs have several limitations. These methods depend 

on user memory and behavior, making them vulnerable to human errors and social engineering attacks. For example, 

users often use weak or repeated passwords, share OTPs unknowingly, or fall victim to fraud calls. Additionally, PIN-

based systems do not verify the actual identity of the user, meaning anyone with access to the PIN can perform 

transactions. This creates a major security gap in financial systems. As a result, there is a growing demand for 

authentication techniques that are more reliable, user-independent, and difficult to bypass.  

 

1. Role of Artificial Intelligence in Security 

Artificial Intelligence (AI) and Machine Learning (ML) play a crucial role in improving the security of modern 

systems. These technologies can analyze large amounts of transaction data and identify patterns that indicate normal or 

suspicious behavior. By learning from past data, AI models can detect unusual activities such as sudden large 

transactions, unknown locations, or abnormal usage patterns. This helps in early fraud detection and prevention. Unlike 

traditional rule-based systems, AI-based systems continuously improve over time, making them more accurate and 

efficient. Integrating AI into financial applications enhances both security and user trust.  

 

2. Biometric Authentication using Face Recognition 

Biometric authentication, especially face recognition, has emerged as a powerful alternative to traditional security 

methods. It uses unique facial features of an individual to verify identity, making it highly secure and difficult to 

replicate. Technologies like OpenCV and deep learning algorithms enable real-time face detection and recognition 

using a camera. This method eliminates the need to remember passwords or PINs, providing a seamless and user-

friendly experience. Additionally, face authentication ensures that only the authorized person can access the system, 

significantly reducing the chances of fraud. As a result, integrating face recognition into UPI transactions can greatly 

enhance banking 

 

3. RESEARCH GAP 

The existing UPI transaction systems mainly rely on PIN and OTP-based authentication, which are vulnerable to frauds 

such as phishing, social engineering, and unauthorized access. Although some systems use machine learning for fraud 

detection, they often lack real-time analysis and fail to verify the actual user identity during transactions. Additionally, 

there is limited integration of biometric authentication, especially face recognition, in financial applications for secure 

verification. Current solutions also do not provide a unified framework that combines AI-based fraud detection with 

biometric security. Therefore, there is a clear research gap in developing an integrated system that ensures real-time 

face authentication along with intelligent fraud detection to enhance the overall security of digital transactions. 
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From the study of existing systems, several important gaps are identified: 

1. Lack of Biometric-Based UPI Authentication 

• Most existing UPI systems still rely on PIN-based authentication and do not fully utilize face recognition for 

secure user verification.  

2. Limited Integration of AI in Fraud Detection 

• Current systems use basic rule-based methods and lack advanced AI/ML models for real-time fraud detection 

and behavior analysis.  

3. Absence of Real-Time User Identity Verification 

• Many applications do not verify whether the actual authorized user is performing the transaction in real-time.  

4. Weak Protection Against Social Engineering Attacks 

• Existing systems are vulnerable to phishing, OTP fraud, and PIN theft, with no strong mechanism to prevent 

misuse.  

5. Lack of Unified Security Framework 

• There is no integrated system that combines face authentication + AI fraud detection + UPI transactions in a 

single platform. 

 

IV. PROPOSED METHODOLOGY 

 

The proposed system is a web-based UPI transaction platform that enhances security using face authentication and 

AI-based fraud detection. Initially, the user registers by providing basic details along with facial data, which is stored 

securely in the database. During login or transaction, the system captures the user’s face using a live camera through 

OpenCV. The captured image is then processed using face detection and recognition algorithms to verify the user’s 
identity by matching it with the stored data. If the face matches successfully, the system authenticates the user and 

allows access to perform UPI transactions without requiring a PIN. 

 

In addition to authentication, the system integrates machine learning models to monitor transaction patterns and detect 

suspicious activities in real-time. Parameters such as transaction amount, frequency, and user behavior are analyzed to 

identify anomalies. If any unusual activity is detected or face verification fails, the system triggers alerts or blocks the 

transaction to prevent fraud. This methodology ensures a secure, reliable, and user-friendly transaction process by 

combining biometric authentication with intelligent fraud detection, thereby improving overall digital payment security. 

 

V. PROPOSED SYSTEM 

 

The proposed system is a secure UPI transaction platform that replaces traditional PIN-based authentication with 

face recognition technology. It uses a live camera and OpenCV to capture and verify the user’s face in real-time, 

ensuring that only the authorized person can perform transactions. The system is designed as a web-based application 

in Python, making it easily accessible and user-friendly. By eliminating the need for PINs, the system reduces the risk 

of password theft, phishing attacks, and unauthorized access, thereby improving the overall security of digital 

payments. 
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Fig.1: System Architecture Design 

 

In addition to face authentication, the system integrates AI and Machine Learning techniques to detect fraudulent 

activities by analyzing user transaction behavior. It continuously monitors parameters such as transaction patterns, 

frequency, and amount to identify suspicious actions. If any abnormal activity is detected, the system immediately 

generates alerts or blocks the transaction. Key features of the proposed system include real-time face verification, AI-

based fraud detection, secure and fast UPI transactions, user-friendly web interface, and enhanced protection 

against cyber threats, making it a reliable and advanced solution for digital banking security. 

 

Key Features of the Proposed System: 

• Face-Based Authentication – Uses real-time face recognition instead of PIN for secure user verification.  

• AI-Based Fraud Detection – Detects suspicious transactions using machine learning algorithms.  

• Real-Time Transaction Security – Ensures instant verification and prevents unauthorized access during 

transactions.  

• User-Friendly Web Interface – Simple and easy-to-use system built using Python for smooth user experience.  

• Enhanced Security Mechanism – Protects against phishing, PIN theft, and social engineering attacks. 
 

VI. RESULT ANALYSIS 

 

The proposed system was tested using different resumes and job descriptions to check its performance and accuracy. 

The results show that the system is able to successfully extract important information from resumes such as skills, 

education, & experience using NLP techniques. 

 

Key Points of Result Analysis: 

• The system achieved high accuracy (94–96%) across all modules, ensuring reliable performance.  

• Face Authentication shows the highest accuracy due to precise facial recognition.  

• Fraud Detection performs effectively using AI models but may vary with complex patterns.  

• The overall system accuracy (~95%) indicates strong security and efficiency for real-time UPI transactions. 

http://www.ijirset.com/


 |www.ijirset.com |A Monthly, Peer Reviewed & Refereed Journal| e-ISSN: 2319-8753| p-ISSN: 2347-6710| 

                                              Volume 15, Issue 6, June 2026 

                                         |DOI: 10.15680/IJIRSET.2026.1506029| 

IJIRSET©2026                                      |     An ISO 9001:2008 Certified Journal   |                                          9207 

 
 

Fig.2: Result Analysis 

 

VII. CONCLUSON 

 

The proposed system successfully enhances the security of UPI transactions by integrating face authentication and AI-

based fraud detection into a single platform. By replacing traditional PIN-based methods with real-time facial 

recognition using OpenCV, the system ensures that only authorized users can perform transactions. Additionally, the use 

of machine learning techniques helps in identifying suspicious activities and preventing fraud effectively. The system 

achieved high accuracy and reliable performance, making it a strong solution for modern digital payment security. 

Overall, this project provides a secure, efficient, and user-friendly approach to protect users from financial fraud in 

online transactions. The system successfully enhances UPI transaction security using face authentication and AI-based 

fraud detection, replacing traditional PIN methods. It provides higher accuracy, improved user safety, and real-time 

verification, making digital transactions more secure and reliable. 
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